Integrating with

MQVABLETYPE

A Single Sign-On Primer

o0
Byrne Reese eoe9ess

Product Manager, Movable Type Slx 3[]3”:



What Is
a{ Ay3atS {



Single Sign On Is a mechanisn
by which a person can use a
single username and password
to gain access to different
Independent resources.



Advantages of Single Signh On

A Ability to enforce uniform enterprise
authentication and/or authorization
policies across the enterprise in a
centralized place

A End to end user audit sessions to
iImprove security reporting and auditing

A Significant help desk cost savings



Implementing SSO
Step One:

Understand what the
customer wants.
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Flavors of Single Sign On

A Sign-on Automation
A Single Username
A Authenticate Once

A |dentity Federation

(Hack)
()
(Oracle SSO)
(Shibboleth)



Hidden Complexities

A Simple Authentication= 20%
The other 80%:

A Delegated Authentication

A Synchronization

A Profile retrieval

A New user provisioning

A Federation



Implementing SSO
Step Two:

Building the Solution
d"OpenID



MT::Auth

An extensible authentication
framework that allows developers
to easily integrate Movable Type
with any authentication system.



Functions for Modifying the Ul
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I boolean can_recover_password()

A Allow a user to edit their profile locally
I boolean is_profile_needed()

A ¢ dzNY 2YVk2FF OGOKS af232dzi¢ ¢
I boolean can_logout()

A Are passwords used with profiles?

I boolean password_exists()

A Specify your own login form

I string login_form()



package MT::Auth::OpenlD;
sub can_recover_password { O; }
sub is_profile_needed {1;}
sub can_logout{1;}
sub password_exists { O; }
sub login_form {
return <<END HTML,;
<form><input name=nurl o |/

END_HTML
}




Login Processing

A Process a login request
I Intnew login()
A Provision a new user

I Intnew_user()



package MT::Auth::OpenlD;

sub new_login {
use Net::OpenlD;
my $auth = shift;
my ($app, $user) = @_;
$app - >{redirect} = $URL;

# OpenlD Unicorns do their magic



package MT::Auth::OpenlD;

sub new _login{...}
sub new_user {
my $auth = shift;
my ($app, $user) = @ _;
# $user is an MT::User object
# make your changes

return $user - >save:



Session Management

A Retrieve credentials from current session

I struct fetch_credentials(%ctx)

A Verify credentials for each request

I Int validate credentials(%ctx)
A+SNATEé ONBRSYUAFTt&a F2NJ

I Intinvalidate credentials(%ctx)



package MT::Auth::OpenlD;

# Session management inherits from
# base implementation
@MT::Auth::ISA = qw( MT::Auth::MT );



Synchronization

A Retrieve a single user

I Int synchronize author()
A Retrieve all users
I Int synchronize()

A Retrieve all users in a group

i int synchronize group()



Other AP| Methods

A+t ARIGS | -foinéddes2 NRQa &
I boolean is_password valid()

A Is the user registration form valid?

I Int santity _check()

A Delegate authentication to an external system

I boolean delegate auth()
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OMG Docs!

£ 32.32.16.1 f/2.in-addr.arpa - PulTY 1
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MT::hauth(3) Tzer Contrikbuted Perl Documentation MT::huth(3) ”~
INAME
MT::hAuth
DESCRIPTION
CREATING AN AUTHENTICATICON MODULE
HETHODS

HT::Auth—}invalidate_credentialsii%cnntext]

A routine responsikhle for clearing the active logged-in user. Z3ome authen
Lication modules may take advantage ofor synchroni=ze other operations at this ti
me .

MT::Auth-»is wvalid password(fauthor, Fpassword, Scrypted, 'ferror ref)

A routine that determines whether the given password is walid for the aut
hor object supplied. If the password i=s function, the third parammeter here will
bhe positive. The H$Errnr_ref iz a refer-ring any error message to bhe returned to

the application. The routine itselfassword, 0 or undef for an invalid one.

HT::Auth—}fetch_credentialsii%cnntext]

A routine that gathers login credentials from the active request and retu
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]
Slx apart TYPEPAD | MOVABLE TYPE | VOX | LIVEJOURMAI BUSIMESS | SUPPORT

Search

DEYELOFMENT RESOURCES

svn checkout code.sixapart.com Six Apat Froducts

= memcached
= Perlbal

> MogileFs
= Dlabberd

Reszource Centars

SixApant Technologies

FEATURED ARTICLES

MOYABLE TYPE PLUGING
Fosted by Anil Lash on Nowvember 7, 2005

Today, we're happy to introduce the Open Media Profile. Just looking for
highlights? Here you go: Open Media Profile is an OpenSearch profile based on
hedia RSS. Wox will support Cpen Media Profile as well as GData AP It's pretty...
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Welcome to Six Apart Code, our home for our many open source projects, Project Listing

Ahout Code

Six Apart Open Source Projects
Developer Center

Developer YWiki

Livedournal - [view]
Livedournal is an open source project that powers the Six Apart senice of the

Other Projects

Sarne narne.
Ad Engine

merncached [view] [5vn] cpan-upload-http
high-performance, distributed memory object caching systern, generic in C35 Cleaner
nature, but intended far use in speeding up dynamic web applications by Danga Socket
alleviating database load Diata:: ObjectDriver

Ferlbal [wiew] [swn] Fence
Reverse proxy load balancer and webserver. Lots of features. Status: stable. Searhdan
used in production for all Livedournal traffic, as well as many big sites, LTI sl

MogileF S [view] [svn] Javascript
userspace distributed filesystem. (see website) Status: stable. used in Tt Sl e
production far all Livedournal files, as well as many big sites.

Ouabberd [wiew] [svn] [trac]
An open source XMPP (Jabber) server that powers LITalk. In DJabberd Movable Type
everything (Auth, Roster, filtering, routing, switching) is a plugin/hook. Makes Resources
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The following slides were added at the last minute to
address questions that came up during the previous
talk given by Jay Allen.



A Word About Plugins



Needlessly complex
Vs.

Just complex enough



Modifying the App
Without Breaking
Future Upgrades



What People
Have Actually Built



Right Fields

Turn Movable Type into a robust
Content Management System.

Extra fields are: O Disabled @ Enabled O Enabled for entries after |200611131

Sample Fequest b ares [#] how formatting and resizing buttons
Fows: |10 whidth: (577

Sample Responze 2wk ares Show formatting and res 5 buttons
Width: (2

Sample Perl Code Show formatting and resizing buttons

Text area t|10 Wiidth: (577

Linked entry




Right Fields

Turn Movable Type into a robust
Content Management System.




Feed Manager

Never touch XML. Ever.

HMain Menu > Feed Configuration View Site =

Podcasting
support -

Enable Comment D
Feeds:

Comment
Feeds

the Index

R5D Template:
1 the aut

Atom Template:

Feed Reader

R5S Template:

Integration




Widget Manager

Drag and drop widgets for your
blog.

Lidebar

Lidebar Mame:

Indirsidual Entry Archive Sidebar

Build Sidebar

MDNT@ A RCHIWE
CiaLEMOAR. CATEGORY ARCHIWVE

CREATIVE COMMOMNS SEARCH
RECEMT POSTS

SUBSCRIBE

Sawve Changes




Media Manager

Turning your blog into an Amazon store front.

Main Menu > majordojo > Media Manager View Site »

Media Queue t @ Add lter

Fitter: Showing it items in Stended, sorted by created on in descending order.
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Media Manager

Turning your blog into an Amazon store front.

Main Menu > majordojo > Media Manager View Site »

) http:/hwww.majordojo.com - Create Widget | ... @

Media Queue M VABLE t @ Add Item to Queue

: G Platfarm
Fitter: Showing gt

how item
The Fores Show item
Sort by | Date Added # |in| ascending % |aorder

Display | ho * | thumbnail

Dizplay & maximum of:

W for VendeW Daone - = 0. 21,17 Everyth
llluminated




Plugin Manager

Making plugin installation and
upgrading as easy as point and click.

Plugins & Inztall Plugin

Y
EmailBlack lister
Blackliztz comments bazed on their email

Media Manager
#aintain and rewview a list of items pulled from Amazon's product catalog,

MT-KeywordExtractor

Photo Gallery

The Photo Gallery plogin allows uzers to eazily create photo galleries and to upload photos to them.

Plugin Manager
Plugin Managzer prowides an easzy-to-uze interface to users that allows them to install and upzrade Mowvable
Twrne hottons with the click af a fotton

@ Find Updates Find more pluzins




People who can help you:
A Jay Allen

I NotifyWho, Comment Challenge, Comment
Workflow

A Dan Wolfgang

| Better File Uploader

A Chad Everett
I MT-Notifier



